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Derek Zimmer, Executive Director

Amir Montazery, Managing Director

AMSTERDAM, 
2025

It’s hard to believe that 10 years ago, we started 
OSTIF with the intention of championing security 
efforts for critical open source projects.

Now we’re making a meaningful impact on the 
ecosystem, driven by an international and expansive 
network of advocates, researchers, and maintainer 
communities. 

We can’t thank everyone enough who has supported 
OSTIF: whether collaborating directly on projects, 
advocating for and funding our work, or participating 
in meetups and providing feedback. 

We hope that in the next 10 years, OSTIF can grow into 
a sustained organization and be seen as a key partner 
in improving the ecosystem.

A note from our directors
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10 Years of Collaboration
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CVEs 
Found and Fixed

By the 
Numbers:
OSTIF’s 2025

925 24231
Findings 

with 
Security 
Impact

Security 
Audits 

Published

16 Crit/High (100% fixed)

34 Medium ( 100% fixed)

181 Low/Informational 
(80% fixed)

$2,800,000

Projects 
Received 
Fuzzing 

Improvement

for open source security
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Bitcoin Core
Released November 2025

Funders: Brink, Chaincode Labs

Auditors: Quarkslab

Scope: Peer-to-Peer (P2P) 
interface and affected 
components: mempool 
management, block validation, 
transaction evaluation, chain 
state and peer management

Audit Highlights
Kubernetes

Releasing Q1 2026

Funder: CNCF

Auditors: Shielder

Scope: Popular 
non-core components
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https://ostif.org/wp-content/uploads/2025/11/25-05-2133-REP-bitcoincore-security-assessment-V1.3.pdf
https://brink.dev/
https://chaincode.com/
https://www.quarkslab.com/
https://www.cncf.io/
https://www.shielder.com/
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Our Reach

49
 Projects benefited 

from direct 
security review

8 
Firms executed 
security audits

10 funding bodies
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Security trends for 2026

- AI/LLMs 
- Slop reports
- Light-touch security reviews
- Documentation review
- Legal risk evaluation
- Succession planning

25 security 
engagements 

underway as of 
January 2026

Reaching Further

Joined 
Memberships 
with OpenSSF 

and Open 
Policy Alliance
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Community
This year, we worked on developing our 
community through initiatives designed to 
offer education, opportunities, and security 
perspectives directly to and from open 
source communities. 

OSTIF Official 
Youtube

OSTIF 
Community 

Page

OSTIF’s Advisory Council leverages our 
relationships with other members of the 
cybersecurity community to benefit open 
source projects and better our business 
practices.

OSTIF Meetups are a hosted webinar series 
with the goal of offering open source 
security focused research and discussion. 
Join us by subscribing to our Meetup 
Calendar on lu.ma!

We love our community, and our 
Community Spotlight program introduces 
you to folks who are pivotal to the work of 
OSTIF and continued success of open source. 
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https://www.youtube.com/@opensourcetechnologyfund
https://www.youtube.com/@opensourcetechnologyfund
https://ostif.org/community/
https://ostif.org/community/
https://ostif.org/community/
http://lu.ma
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involved labor, time, and 
money by utilising 
custom scoping, 
cost-splitting, follow-on 
work, and open source 
tooling.

OSTIF OVERHEAD

$2,800,000

AUDITING AND 
ADMINISTRATION 
● Scoping
● Scoring/Team 

Selection
● Auditing
● Testing
● Fixes
● Report Writing
● Fix Resolution
● Publication
● Mediation

2025 Audit Program Finance Ratio

Annual Finances
OSTIF leverages industry 
knowledge, experience, 
and relationships to 
source world class 
security teams for 
competitive prices on 
behalf of open source. 

13%

87%
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Where ostif shines

Access to our network of security 

expertise

Custom scoping and administration

High standard of transparency

Cost + quality controls
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FOSS, OSTIF, and You

(above) Linux Foundation Annual Report 2025

(below) Avoiding the Success Trap: Toward Policy for 
Open-Source Software as Infrastructure. 

(above) An Overview of Cyber Security Funding for Open 
Source Software
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Thanks for your support!

         Derek     Amir    Helen    Tom

We are a small team of friends from 
Chicago, Illinois, working together to 

preserve and protect global digital 
infrastructure in open source. 

Are you interested in contributing to 
OSTIF’s mission? Email us at 

contactus@ostif.org. 
Previous Annual Reports: 2024, 2023, 2022
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mailto:contactus@ostif.org
https://ostif.org/wp-content/uploads/2025/02/2024-OSTIF-Annual-Report.pdf
https://ostif.org/wp-content/uploads/2023/12/2023-OSTIF-Annual-Report-3.pdf
https://ostif.org/wp-content/uploads/2023/03/OSTIF-Annual-Report.pdf

